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Chapter 1
About this document

Purpose

This guide is designed to be an aid for setting up HYCU SCOM Management Pack for F5
BIG-IP and testing specific product features. It instructs how to prepare environment for
product evaluation, and demonstrates product functionalities and their value for key
monitoring scenarios.

Intended audience

This guide is intended to be used by IT managers, F5 BIG-IP administrators, Microsoft
System Center Operations Manager (SCOM) administrators, and other IT operations
personnel who wish to evaluate HYCU SCOM Management Pack for F5 BIG-IP.

A prerequisite for using this guide is fair understanding of both F5 BIG-IP and SCOM.



Chapter 2
Product deployment

This chapter provides only a summary of the steps required for installation and
configuration of HYCU SCOM Management Pack for F5 BIG-IP. For accurate instructions on
how to install and configure the product, see the HYCU SCOM Management Pack for F5 BIG-IP
User Guide.

Discover F5 BIG-IP devices as network
devices in SCOM

Do the following;:

1. Configure an SNMP community string on each F5 BIG-IP device that you plan to
monitor.

For instructions, see the HYCU SCOM Management Pack for F5 BIG-IP User Guide, chapter
Environment preparation, section Configuring SNMP access to BIG-IP devices.

2. Create an SNMP Run As accountin SCOM. Then create and run the discovery rule in
SCOM.
For instructions, see the HYCU SCOM Management Pack for F5 BIG-IP User Guide, chapter

Environment preparation, section Discovering BIG-IP devices as network devices in SCOM.

After you complete the process, you should see F5 BIG-IP devices in the Administration >
Network Management > Network Devices context of the SCOM Operations console.

Administration <  Network Devices (4)
4 i Administration -, Look for:
i‘:n Connected Management Groups Marne 1P Address

+ [ Device Management

» W Management Pads

F) __13 Metwark Management
Jlﬂ Discowery Rules
¥ Wetwork Devices
¥ Metwork Devices Pending Managemert: bigipr1134sa 10.81.40.21

4 Resource Pool: All Management Servers Resource Pool ()
bigipew1154hal.company.com  10.81.40.20
bigipe115dhaZ.company.com  10.81.40.19
bigipe115dhal.company.com  10.81.4018

Figure 2-1: Network devices in SCOM

Install the product

Do the following:
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Product deployment

On the SCOM management server designated for monitoring F5 BIG-IP, launch the
HYCU.SCOM.MP.F5.BIG-IP.ms1i setup package and choose Complete for the setup

type.

Management pack import can be performed only from one SCOM management server,
because SCOM automatically deploys the imported management packs on other SCOM
management servers in the same management group.

After management pack is imported, you should see F5 BIG-IP (by HYCU) folder in the
Monitoring view of the SCOM Operations console.

4 i F5 BIG-IP (by HYCU)
|| Alerts
E All Performance Graphs
4 | g ASM
58] ASM Security Policies
@ ASM Statistics Dashboand
4 | Device
ﬁ CPU Performance
j Device Diagram
g Disk Partition Utilization
ﬂ Hardware Alerts
g Hardware All Performance Graphs
be| Memary Utilization
E Metwork Interface Performance
4 g DNS
E Wide IP Performamce
22| wide IPs
4 [Tg LTM
@ Drevice - Local Traffic Virtual Server Dashboard
E"j Local Traffic Pool - Pool Member Dashboard
ﬁ Local Traffic Pool Member Performance
w Local Traffic Pool Members
ﬁ Local Traffic Pool Performance
E"j Local Traffic Virtual Server - Pool Dashboard
g Local Traffic Virtual Server Performance
j LTM Diagram
[5%] 55L Certificate Dashboard
4 |[g MPAdministration
=:%| BIG-IP Metwork Devices
(@| Data Collector Administration
iu?} Task Status

Figure 2-2: Elements of SCOM MP for F5 BIG-IP, as seen in the SCOM Operations console

The HYCU SCOM Data Collector for F5 BIG-IP component (this componentis included if
Typical or Complete installation is chosen) must be installed on all SCOM management
servers that are members of the SCOM resource pool dedicated to F5 BIG-IP
monitoring.



Product deployment

As a result, all SCOM management servers with the HYCU SCOM Data Collector for F5
BIG-IP componentinstalled are listed in the MP Administration > Data Collector
Administration view.

Monitoring < Data Collector Administration
4 |[g F5 BIG-IP (by HYCU) -

| Merts HYCU SCOM Data Collector fc
2] All Performance Graphs :
if'l . 4 Look for: |

> g ASM .

3 5.'. Eeice State =) Name

. 4 Dns (¥) Healthy HYCU SCOM Data Collect

g LTM

4 | g MPAdministration
=%| BIG-IP Network Devices
(3| Data Collector Administration
j’é Task 5tatus

Figure 2-3: The Data Collector Administration view

Configure Fb BIG-IP iControl REST API
access

The process for enabling monitoring of a F5 BIG-IP device through its iControl REST API
consists of the following tasks:

1. Verify accessibility of a device from a SCOM management server.

2. On aBIG-IP device, configure a user account dedicated to device monitoring (referred
to as monitoring user account).

You should complete the above process for each BIG-IP device that you plan to monitor
and for each SCOM management server that you plan to use.

When configuring the monitoring user account, you can choose between two user account
types (depending on the F5 BIG-IP version on your BIG-IP device). You possibilities are as
follows:

F5 BIG-IP version 11.6.x or later:
- Remote read-only user account
- Local read-only user account

F5 BIG-IP version 11.5.x:
- Remote administrative user account
- Local administrative user account

Section “Configure iControl REST API access for F5 BIG-IP version 11.6.x or later” on the next
page contains an example procedure for configuring F5 BIG-IP iControl REST API access to
a device with F5 BIG-IP version 11.6.x or later by using the BIG-IP Configuration Utility
(graphical user interface).



Product deployment

For configuration instructions for all possible use cases, see the HYCU SCOM Management
Pack for F5 BIG-IP User Guide, chapter Environment preparation, section Configuring access to F5
BIG-IP devices, subsection Configuring F5 BIG-IP iControl REST APl access.

Configure iControl REST APl access for Fb BIG-IP
version 11.6.x or later

Verification

To verify accessibility of a device from the SCOM management server, do the following:

1. On aSCOM management server that you plan to use for monitoring, open a web
browser, and go to the following webpage:

https://<IPaddress>

In this instance, <IPaddress> is the IP address of the chosen BIG-IP device.

2. Check if the BIG-IP Configuration Utility (web user interface) opens in the web
browser.

To configure a read-only user account for monitoring a BIG-IP device, do the following:
1. Action in this step depends on the chosen user account type:
» Remote user account:

Obtain a user name of the user account designated for monitoring your F5 BIG-IP
devices from your network and systems administrator (in charge of the domain
controller) .

Important The chosen user account should not be part of a BIG-IP
remote role group.

» Local useraccount:
Proceed with the next step.

2. Open aweb browser and log in to the BIG-IP Configuration Utility (web user interface)
with a user account that has privileges to create BIG-IP user accounts.

3. Navigate to System > Users > User List.
4. Click Create.

5. Enter avalue for the Account User Name option.

Example

Value of the Account User Name option in BIG-IP:

MyMonitoringAccountName

6. Action in this step depends on the chosen user account type:

10



Product deployment

« Remote user account:
Proceed with the next step.
» Local user account:
Enter the password that you want to use for this user account

Assign the user account a user role other than No Access and Administrator.

Example

Assigned BIG-IP user role:

Guest

Click Finished.
On a SCOM management server that can access the BIG-IP device, run the following
Windows PowerShell script:

Set-ReadOnlyAccess.psl

The scriptis located in the

C:\Program Files (x86)\Comtrade Software\HYCU SCOM MP for F5 BIG-
IP\Management packs\Configuration tools directory. To retrieve its usage
information and examples, run the Get-Help .\Set-ReadOnlyAccess -detailed
command.

When prompted, enter the following information:
« |P address of the BIG-IP device on which you created the user account
« Credentials of a user account that has administrative privileges in BIG-IP
« User name of the created user account
Verification

Verification steps depend on the access authentication mode used by SCOM MP for F5
BIG-IP which in turn depends on the F5 BIG-IP version on the device.

F5 BIG-IP version 12.1.x or later:
Do the following:
1. On aSCOM management server that can access the BIG-IP device, run the following

Windows PowerShell script:

Verify-TokenAccess.psl -DeviceIP <IPaddress> -UserName <UserName>

-Password <Password>

In this instance, <DeviceIP> is IP address of the BIG-IP device for which to verify
access, and <UserName> and <Password> are user name and password of the
configured monitoring user account.

11



Product deployment

The scriptis located in the C:\Program Files (x86)\Comtrade Software\HYCU
SCOM MP for F5 BIG-IP\Management packs\Configuration tools directory.

2. Check if the script output resembles the following:

StatusCode StatusDescription

F5 BIG-IP version 11.6.x:

Do the following:
1. On aSCOM management server that can access the BIG-IP device, open a web
browser, and go to the following webpage:

https://<IPaddress>/mgmt/tm/cm/device?$select=version,managementIp

In this instance, <IPaddress> is the management |P address of the BIG-IP device.
2. Action in this step depends on the chosen user account type:
» Remote user account:

When prompted for credentials, enter the user name of the monitoring user
account that you have configured previously, and supply its password.

o Local user account:

When prompted for credentials, enter the user name and password of the
monitoring user account that you have configured previously.

3. Check if the response from the device is a valid JSON object that resembles the
example output that follows.
Example

Device response from the F5 BIG-IP version 11.6.1:

{
kind : "tm:cm:device:devicecollectionstate",
selfLink :
"https://localhost/mgmt/tm/cm/device?$select=version,managementIp&ve
r=11.6.1",
items : [{
managementIp : "10.49.14.127",
version : "11.6.1"
H
}

12



Product deployment

Configure HYCU F5 BIG-IP Device Action
Account with SCOM Operations console

Do the following:
1. Create Run As account (use account that was created and tested in the previous step).

2. Associate Run As Account with HYCU F5 BIG-IP Device Action Account.

Administration < Profiles (1)

4 5 Administration J@ Look for: |big | Find Mow Clear
5 Connected Management Groups
> L‘_{J Device Management

% Management Packs
>[5 Metwork Management 2 Run As Profile Wizard

Marme Description
R HYCUFS BIG-IP Device Action Account  HYCU F3 BIG-IP Device Action Account is used to access BIG

> ] Motifications

& Product Connectors
A4 Resource Pools

Fl ‘% Run &s Configurstion

Introduction
@ Accounts
General Properties Add Run A: t:
3 Profiles P un As accounts
r
@ WUBIE L TS Add a Run As account to this Run As profile. Additional Run As accour
> ﬁ Security Completion groups, or objects.
@ Settings
> E System Center Advisor Run Az accounts:
Account Mame Association  Used For Clas:
BIG-IP Monitoring & Object bigip1212sa.company Mode
BlG-IP Maonitoring & Object bigipw1154hal.compa Mode
B1G-IP Maonitoring & Object bigipwl154sa.compan Mode
BlG-IP Monitaring & Object bigipw1154ha3.compa Mode
BIG-IP Monitoring & Object bigipw1154hal.compa Mode

Figure 2-4: Assigning HYCU F5 BIG-IP Device Action Account for F5 BIG-IP devices
discovered as network devices

Set up Data Warehouse Action Account for
F5 BIG-IP devices

Do the following:

1. Select Run As Configuration > Profiles, double-click Data Warehouse Action
Account and Run As Account > Add.

2. From the drop-down list, choose Data Warehouse Action Account and select class.
3. Add F5 Sync Failover Group and save configuration.

The Run As Profile Wizard window should resemble the figure that follows.

13



Administration

a @ Administration
5 Connected Managemert Groups
[» Ej Device Management
W‘ tanagement Pads
il Management Packs [Community)
@ Metwork Management
= Motifications
& Product Connectors
A4 Resource Poaks
% Run &s Configurstion
4] Accounts
&'I.- Profiles
3] UNI/Linux Accounts
() Security
2 UserRoles
@5 Settings
4 ’_:‘ System Center Advisor
e:.- Advyisar Connedtion
%’&AdvisnrManaged

Y v W W

9

< Profiles (3)

\:{, Look for:

MNarne

&. Data Warehouse Account

data warehouse

4 Description

Find Mo

Product deployment

Clear

If specified, this account is used to run all Data Warehous

Run As Accounts

Introduction

General Properties Add Run As accounts

=5 Run As Profile Wizard

aroups, or objects.

Completion

Run &s accounts:

Account Mame
Dataarehouse Act Class
Datawarehouse Act Class
Datawarehouse Act Class
DataWarehouse Act Class
DataWarehouse Act Class

=

[=A [=A [=A [

Figure 2-5: Assigning Data Warehouse Action Account

Assaciation

Add a Run As account to this Run As profile.  Additional Run As ac:

Used For C
Data Set o}
Collection Serwer C

All targeted objects O
Dperations Manager O
DataWarehouse Sync D

Activate software evaluation license

Do the following:

Copy the license activation file mpbigip_licact_new.dat that you have received for the
evaluation to the %ProgrambData%\Comtrade\Comtrade F5 Data collector folder on
all SCOM management servers on which HYCU SCOM Management Pack for F5 BIG-IP

is installed.

Important F5BIG-IP devices and their configuration objects can be discovered
even when the product license is not activated, but monitors and rules provided by
HYCU SCOM Management Pack for F5 BIG-IP do not function in this case.
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Chapter 3
Topology Diagram views

Topology Device Diagram view

HYCU SCOM Management Pack for F5 BIG-IP automatically discovers all F5 BIG-IP
resources. There is a topology view predefined in this management pack that provides
quick overview across all F5 BIG-IP resources:

- F5 BIG-IP devices

- Host hardware (CPUs, disk partitions, NICs, memory)

aE=me
|I=me
L[ —ui] ] i

AllF5 BIG- =
IP Device..

' '

L [—1u1] | L [—ui] ]

L L

fomgmt- = fomgmt- aF
bgp130ha.. bgp130ha..

|
' ' , ,
E @ E i L i ﬁ@

CPU Cores |4 Disk + Memaory - Metwaork
Partitions Interfaces

Figure 3-1: Topology device diagram shows all hardware components, their relationship, and

health status

Topology LTM Diagram view

There is a predefined topology view available in HYCU SCOM Management Pack for F5
BIG-IP that provides quick overview of LTM topology:
- Traffic groups

15



- Active and passive devices
- F5 BIG-IP devices
- Host hardware (CPUs, disk partitions, NICs, memory)

- Virtual servers, pools, and pool members

- SSL certificates

Topology Diagram views

HYCU SCOM Management Pack for F5 BIG-IP discovers traffic groups on the F5 BIG-IP
device that contain at least one virtual server. As a result, these traffic groups are listed in
the LTM diagram view. Virtual servers that are contained within that traffic group are shown
in the diagram. Furthermore, itis possible to easily identify which devices are active and
which are passive for that specific traffic group that is being displayed.

o
Comtrade
F5 BIG-IP..

Mo

traffic-
group-11f..

=1 E
. No
Devices - Wirtual -
Servzj
i i > 9 g} ™ 4 ™ @
Active . Passive - hitp_fi- * MicrosoftEx |- wordpress_ & wordpress_ &
l l servicepor change website website_int
ac=mw a=me
- ' . B 2]
fBmgmt- fEmgmt- Y 0 — 0 @
bop130ha bap130ha... MicrosoltEx [— S5L Client SSL Server |~
change Certificates Certificates
£ Q E Q & @ & Q & @
MicrosoflEx |+ MicrosofiEx |+ WebfppCe & WebAppCe |+ ‘WebAppCe |+
change_Q.. change_0.. t_DSAcrt rt_RSA ert _Server .

Figure 3-2: Topology LTM diagram shows all components, their relationship, and health

status
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Chapter 4

Monitoring Fb BIG-IP system
health

Monitoring CPU usage

HYCU SCOM Management Pack for F5 BIG-IP automatically discovers all CPU cores and
monitors CPU usage on a device and on a CPU core level.

bigip1212:
a.hermes s

@ E
1

w

“@

CPU Cores Disk
Partitions

' '
o Oo

Figure 4-1: Topology device diagram shows all CPU cores discovered on F5 BIG-IP device
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Monitoring F5 BIG-IP system health

Alert Description

CPU usage on bigip11&1hal.hermes.si (10.49.39,240) device exceeds or is equal to the expected
value, Extended high CPU utilization can degrade performance, and the system may eventually

become unresponsive or reboot.

Figure 4-2: CPU Usage alert

CPU Performance graphs can be found in the Monitoring > F5 BIG-IP Monitoring >
Device > CPU Performance view.

CPU Performance

25
70—
15—+
[
10—
541
il
Ny 1
| | P
u T T T T
412652017 4:00 PM 4/26/2017 2:00 PM AR2TrA017 12:00 AM 412772017 4:00 AM 427020
Legend
4, Look for: Al Ttems = |
Showe Color  Path Target Rule Object Counter Instance Se
r 00-10-DE-87-10... 00 CPU Core [in%) .. CPU Core Utilization fin %) 00-10-D&-B7-10... 1x
r og-10-DE-B7-10... 01 CPU Core [in%E) ... CPU Care Utilization [in %8 00-1D-DE-B7-1D... 1«
[ = 0.30.D8-ET-1F.. bigipl30hal.co.. CPU (in%) [Perf.. CPU Utilization [in %) 00.30.D%BT-1E.. ix

Figure 4-3: CPU Performance graphs can help with device CPU usage analysis
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Monitoring F5 BIG-IP system health

Monitoring disk space

Hard disk capacity monitoring on a F5 BIG-IP unit s critical for maintaining a healthy
system. Itis recommended that you periodically check disk space utilization and keep disk
utilization at minimum. HYCU SCOM Management Pack for F5 BIG-IP automatically
discovers and monitors disk usage and disk free space on a disk and partition levels.

' '

[ =——101] ] 6 [ =111
bigip1212s |+ bigipv115
a hermes.si hal herm

CPU Cores | Disk
Partitions

ﬂ.._
1®

x x 1 ¢
E@ E@ E@ E

feonfig & |shared g Jusr

oy

Figure 4-4: Topology device diagram shows all disk partitions discovered on F5 BIG-IP device

Alert Descriplion
Free storage on bigipv1154ha2. hermes.si (10.81.40.19) device on partition fusr amounts be 20 % (506 MB) of total space.

When the BIG-IP file systems become Tull, undesirable or unpredictable bahavior mey resull.

Figure 4-5: Disk Utilization alert

Disk partition performance graphs can be found in the Monitoring > F5 BIG-IP
Monitoring > Device > Disk Partition Utilization view.

19



Disk Partition Utilization

Monitoring F5 BIG-IP system health

EO_
40—
20
- r’ | —
0 T T T T
42672017 4:00 PM 42672017 8:00 FM 42773017 12:00 AM 472712017 4:00 AM 4127120
Legend

4, Look Far: Al Teeres -

Show Color  Path Target Rule Object Coupiter Instamnce S
~ 00-10-D&-B7-10... Aarlog Free Disk Partiti... Disk Partition Free Space fin %) 00-1D-DE-B7-10.. 1x
W = 00-1D0-D8-B7-10... fvarflog Free Disk Partiti.. Disk Partition Free Space fin M... 00-1D-D8-B7-10.. 1x
W = 001D0.08.B7-1D... I Free Disk Partiti... Disk Partition Free Space in %) 00-1D.-D8-B7.1D... 1x
[[ e 0010-D8-B7-1D. / Free Disk Partiti... Disk Partition Free Space fin M., 00-1D-D&-BT-1D... 1x

Figure 4-6: Disk partition performance graph helps with disk space analysis

Monitoring memory usage

HYCU SCOM Management Pack for F5 BIG-IP enables you to monitor usage of:

« TMM memory

This is the amount of memory used by the TMM processes for traffic management.

o Other memory

This is the amount of memory used by non-TMM processes.

20



Alert Description

Monitoring F5 BIG-IP system health

Other memory usage on bigipvl154ha2.hermes.si (10.81.40.19) device is higher than expected for normal operation.

Please monitor this device's other memory consumption in more details.

Figure 4-7: Memory usage alert

Memory utilization performance graphs can be found in the Monitoring > F5 BIG-IP

Monitoring > Device > Memory Utilization view.

Memory Utilization

SD_

40—

20—

G ) 1 1 1 _|

4262017 4:00 PM 47262017 8:00 PM 4272017 12:00 AM 42772017 4:00 AM 427207

Legend
A Lookfor: all Teems .
Show Color Path Target Rule Object Counter Instance Sce
[ == 00.30-D8-B7-1E.. bigipl30sa.comt.. Free Memory in., Memory Free Memory (in., 00-3D-D8-B7-1E. 1x
[[ e 00.3D-D8-BT-1E... bigipl30sa.comt., Used Memory i.. Memony Used Memaoty [i...  00-30-D8-B7-1E.. 1x
[¥ e 00.3D-D&-BT-1E... bigipl30sa.comt., Used Memory fi.. Memorny Used Memaory (i, 00-30-D8-B7-1E.. 1x

Figure 4-8: Memory utilization performance graphs
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Monitoring F5 BIG-IP system health

Monitoring network interfaces

HYCU SCOM Management Pack for F5 BIG-IP automatically discovers and enables
monitoring of all network interfaces, including management interface and all other
interfaces also known as TMM switch interfaces. TMM switch interfaces are those interfaces
that the F5 BIG-IP system uses to send or receive application traffic.

L | —iii] ]

ST

L[ —ui] ] 6
All F& BIG- =
[P Device...

L |—uui] ] 6 L |—uui] ] 6 L |—nui] | 6
bigipv1154 |= bigipv1154 |3 bigipv1154 &
ha2 herm.. ha3. herm... sa hermes..

:
e o

Memory W Network
Interfaces

' I I
- o - o - o

mgmt P

@

1.1 1.2

Figure 4-9: Topology device diagram shows mgmt and TMM interfaces

HYCU SCOM Management Pack for F5 BIG-IP monitors interface status and sends an alert
to SCOM if the interface changes status to down or uninit. The default value for the
Warning on UNINIT parameter is false. When switched to true, the monitor raises a
warning alert on the UNINIT state.

Alert Descriplion

nterface 1.1 on device bigipyl 154sa.hermesi.si (10.81.40,.21) is uninit.

Figure 4-10: Network interface status alert
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Monitoring F5 BIG-IP system health

Network Interface Performance graphs can be found in the Monitoring > F5 BIG-IP

Monitoring > Device > Network Interface Performance view.

Metwork Interface Performance

300 —

250 —

i)
150 —
100 —
| I
50— A ]

ﬂ HJ’ w.-&\i-l'l‘——— u-n—;‘:‘—.::n-l-q - “-c\-" -! L ]

———

o T T T
42672017 4:00 PM 472672017 8:00 PM ARZTIANT 12:00 AM A2772017 4:00 AM 427017
Legend

o Look Fer: Al Tiems - |

Shovwr Color  Path Target Bule Cibject Counter Instance S

F = 00-iD-D8-B7-1D.. 1.1 Qubgoing Metw... Metework Interface Bits Out (in Mbits) 00-10-D8-B87-1D... 1x

[ === 00.10.D8.B7-10.. 11 Incoming Mebwt.., Metwork Interface Bits In in Mbits]  00-10-D8-B7-10.., 1=

= 00-10-D8-E7-10.. mgmt Qubgoing Metw... Metwork Interface Bits Out (in Mbits) 00-10-08B7-10.. 1x

Figure 4-11: Network Interface Performance graphs show the amount of data received from

or sent to the F5 BIG-IP node

Informing about unmonitored devices

F5 BIG-IP devices that are discovered in SCOM but cannot be monitored by HYCU SCOM
Management Pack for F5 BIG-IP for some reason are set to critical and an alert is generated

for each of them.
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Figure 4-12: Topology device diagram shows all F5 BIG-IP devices

Alert Description

F5 BIG-IP Device bigipl30had.comtrade.com (10.49.37.249) is not available for
monitoring because data could not be obiained from the F5 BIG-IP Device

Figure 4-13: F5 BIG-IP device is unavailable for monitoring alert

License utilization monitoring

HYCU SCOM Management Pack for F5 BIG-IP generates an alert when inbound or
outbound traffic exceeds limit determined by virtual edition license.

Alert Description

F5 BIG-IP mpbigip130ha3.comtrade.com (10.49,35.30) Outbound Bandwidth utilization
is 60,9869 Mbps, this value exceeds 1% of licensed 5000 Mbps. In case where F5 BIG-IP
License utilization is 100%, all applications delivered using this device will experience
performance degradation. To identify all applications delivered using this device, see
Device - Local Traffic Virtual Server Dashboard,

Figure 4-14: F5 BIG-IP Outbound Bandwidth utilization alert

=l Note License utilization monitoring is available only for F5 BIG-IP versions 12.1.x
and later.
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HYCU Management Pack for F5 BIG-IP
Device (Reports)

To access HYCU Management Pack for F5 BIG-IP Device (Reports), do the following:

1.
2.

In the Monitoring view, expand Monitoring and click F5 BIG-IP Monitoring.

Select an F5 BIG-IP device in one of the following contexts:

- Device > Device Diagram View

- LTM > Device - Local Traffic Virtual Server Dashboard
- LTM > LTM Diagram View

- MP Administration > BIG-IP Network Devices

In the Task pane, choose one of the available F5 BIG-IP device reports:

Device Performance

This report displays the effect of user activity on the F5 BIG-IP device throughput
and consumption of the device resources: CPU, memory, and disk. You can narrow
the scope of data analysis to customizable business hours.

Device Traffic Report

This report shows traffic details on a specific BIG-IP device. You can choose to show
traffic only during business hours, and select the time and days of the week of your
business cycle.

Inbound License Utilization (Top N)

This report shows license inbound utilization details for a specific device. You can
choose algorithms from the drop-down list (Top N or Bottom N).

| Note The report contains no data unless the Inbound License
Utilization (in %) (Performance DB DW) ruleis enabled.

Outbound License Utilization (Top N)
This report shows license outbound utilization details for a specific device. You can

choose algorithms from the drop-down list (Top N or Bottom N).

= Note The report contains no data unless the Outbound License
Utilization (in %) (Performance DB DW) ruleis enabled.

By selecting the Top N (or Bottom N) algorithm in either of the two reports, you can
identify which devices utilize their license the most (or the least), and you can plan ahead if
you are going to need a better license by identifying growth trends on the report (or you
can reorganize application deployment to better utilize this license).

Report tables (apart from the Device Performance report) present the following
information:

- Sample count

- Minimum value
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- Maximum value

- Average value

Monitoring F5 BIG-IP system health

- Standard deviation

= Note License utilization reports are available only for F5 BIG-IP versions 12.1.x and

later.

F5 BIG-IP Device: bigip131hal.company.com (10.49.36.167)

USER ACTIVITY
USER CONNECTIONS

AVERAGE

36.1K

per hour

NETWORK TRAFFIC

AVERAGE

30.3

Gb per hour

DEVICE PERFORMANCE
CPU USAGE

AVERAGE

55.8%

used

MEMORY USAGE

AVERAGE

38.9%

used

THROUGHPUT

AVERAGE

8.4

Mbps

DISK USAGE

| ATrEeT

count [thousand]

[
5/24/2018 2:00 PM 5/26/2018 4:00 PM 5/28/2018 £:00 PM 5/30/2018 5:00 PM

amount [Gh]

[
5/24/2018 2:00 PM

5/26/2018 4:00 PM

5/28/2018 £:00 PM 5/30/2018 8:00 PM

5/24/2018 2:00 PM 5/26/2018 4:00 PM 5/28/2018 £:00 PM 5/30/2018 8:00 PM

usage [GB]

| "l | sl

5/24/2018 2:00 PM

5/26/2018 4:00 PM 5/28/2018 £:00 PM 5/30/2018 8:00 PM

204

Ll

B
5/24/2018 2:00 PM

amount [Mbps]

5/26/2018 4:00 PM 5/28/2018 £:00 PM 5/30/2018 8:00 PM

Figure 4-15: Graphical part of the Device Performance report
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Figure 4-17: Outbound License Utilization (Top N)
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Figure 4-18: Inbound License Utilization (Top N)
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Chapter b
Monitoring LTM module

HYCU SCOM Management Pack for F5 BIG-IP automatically discovers:
- Traffic groups

- Active and passive devices

- Virtual servers

- Pools

- Pool members

- SSL certificates

- Connection between pools and virtual servers over LTM policies
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Figure 5-1: Topology LTM diagram shows Traffic Groups, Active and Passive Devices, Virtual

servers, Pools and Pool members, SSL Certificates

HYCU SCOM Management Pack for F5 BIG-IP actively monitors availability and status of
virtual servers, pools, pool members and generates an alertin case any of them is not
available. Alerts are also generated in case SSL certificates expiration in days is below the

warning or critical threshold.

Alert Descnption

Local Traffic Wirtual server ~Common~TESTASSERVER on device bigipvl 154hal.hermes.si
(10.81.40.20) is in status unknown because The children pool memben(s) either don't have

service checking enabled, or service check results are not available yet.

Figure 5-2: Local Traffic Virtual Server Health Alert details
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Alert Description

Local Traffic pool member fCommon,192.168.64.4:80 part of ~Common-~ws2012perf_Poal traffic is below or equa

o the threshaold

Figure 5-3: F5 Local Traffic Pool Member traffic is below or equal to the threshold Alert
details

Alert Description

Local Traffic pool ~Common-~ws2012pert Pool traffic is below or egual to the threshold

Figure 5-4: F5 Local Traffic Pool traffic is below or equal to the threshold Alert details

On the virtual server level, the following metrics are collected:

- Current Client-Side Connections

- Total Requests Delta

- Client-Side Bits Out Delta (disabled by default starting with product version 4.1)
- Client-Side Bits In Delta (disabled by default starting with product version 4.1)
- Software Syncookies

- Hardware Syncookies

- Rejected Syncookies

- Issued Syncookies

- Accepted Syncookies

- Client-Side Inbound Traffic (in Mbps)

- Client-Side Outbound Traffic (in Mbps)

- Client-Side Overall Traffic (in Mbps)

Virtual Server Performance graphs can be found in the Monitoring > F5 BIG-IP (by HYCU)
> LTM > Local Traffic Virtual Server Performance view.

31



Monitoring LTM module

35000 —
30000+
25000
20000—
15000 —
10000—
5000+
|
| 1
0 - T
4262017 800PM  4R720171200AM  4272017400AM 4272017 8.00AM 427/
| Legend
4 Look Far: Al Tems ¥
Show  Color Path Target Rule Dbject Counter Instance Sce
[T = 53abl984-6ffd.4.. PoolCommander Accepted Synco..  Local TrafficWirt., Accepted Synco.. 58abl984-6ff8-4.. 1x
[T == 53ah1084-6ff8-4.. PoolCommander Current Client-S. Local TrafficVirt.. Client-Side Curr.., S8abl984-6ff8-4.. 1x
[[ = 53abl984-6ff8-4... PoolCommander Issued Symoooki.. Local TrafficWirt., Issued Syncookies S8abl984-67F0-4.. 1x

Figure 5-5: Virtual Server Performance Graph

On the pool level, the following metrics are collected:
- Server-Side Current Connections
- Server-Side Max Connections
- Server-Side Total Connections
- Server-Side Bits In Delta (disabled by default starting with product version 4.1)
- Server-Side Bits Out Delta (disabled by default starting with product version 4.1)
- Server-Side Packets In Delta
- Server-Side Packets Out Delta
- Server-Side Inbound Traffic for Local Traffic Pool (in Mbps)
- Server-Side Outbound Traffic for Local Traffic Pool (in Mbps)

Pool Performance graphs can be found in the Monitoring > F5 BIG-IP (by HYCU) > LTM >
Local Traffic Pool Performance view.
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Figure 5-6: Pool Performance Graph

On the pool member level, the following metrics are collected:

- Server-Side Current Connections

- Server-Side Max Connections

- Server-Side Total Connections

- Server-Side Bits In Delta (disabled by default starting with product version 4.1)
- Server-Side Bits Out Delta (disabled by default starting with product version 4.1)
- Server-Side Packets In Delta

- Server-Side Packets Out Delta

- Server-Side Inbound Traffic for Local Traffic Pool Member (in Mbps)

- Server-Side Outbound Traffic for Local Traffic Pool Member (in Mbps)
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Pool Member Performance graphs can be found in the Monitoring > F5 BIG-IP (by HYCU)
> LTM > Local Traffic Pool Member Performance view.

Local Traffic Pool Member Performance
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Figure 5-7: Pool Member Performance Graph

HYCU SCOM Management Pack for F5 BIG-IP also monitors health of a sync failover group:
- Number of available devices in Sync Failover Group is below threshold monitor

- Inconsistent states are reported for devices in Sync Failover Group monitor

- Sync Failover Group is not available for monitoring monitor

- Trust between F5 BIG-IP devices might be broken monitor

- F5 Sync Failover Group Configuration monitor

- Alert on Multiple F5 BIG-IP Failover Events rule

- Alerton F5 BIG-IP Failover Eventrule
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Alert Description
Mumber of devices that are available in Sync Failover group SFG2 is below predefined threshold.

Currently unavailable devices are:
big-ip11-6-0_suppl4. hermes.si (10.49.14.129) is in status 'offline’
fSsupp-bgp1160/hermes.si (10.49.39,124) is in status "offline’

Currently available devices are:
big-ip11-6-0_supp03.hermes.si (10.49.14.128) is in status "active’

Figure 5-8: Number of available devices in Sync Failover Group is below threshold Alert
details

Alert Description
Devices states in Sync Failover Group are inconsistent. This means that devices are reporting different states for each other,

The following devices are members of SFG2 Sync Fallover Group:
big-ip11-6-0_supp03 hermes.si [10.49.14.128)
big-ip11-6-0_suppld hermes.si (10,49.14.129)
15supp-bgp1160.hermes.si [10.49.39.124)

Figure 5-9: Inconsistent device states in Sync Failover Group Alert details

Alert Description

Sync Failover Group my-syn-failover is unavailable for monitoring,
This means that none of the devices from this sync failover group could be reached by Comtrade FS BIG-IP MP. Please see
Causes section for more details.

The following devices are members of this Sync Failover Group:
bigipvi21hal.hermes.si (10.49,39.147)
bigipv121ha2.hermes.sl (10.49,39.148)
bigipvi21ha3.hermes.si [10.49,39.145)

Figure 5-10: Sync Failover Group is not available for monitoring Alert details

Abert Descripton

Following list containg dewices that may have broken trust:

Trust broken on

* bigip1212had hermes.si [10.45.948.71.204

Devices reporting to be in trust with device above:
* pigip1212nal nermes. i (10.45.348.1.21)

" bigip1212had hermes.si [10.45.38.118)

* bigip1212sahermes.si (10.49.38.117)

Broken trust might cause unexpected behavior such a5 configuration not being synoed among all devices or

devices not being able to Fail ower to one anolher after the trust is broken.

Figure 5-11: Trust between F5 BIG-IP devices might be broken Alert details
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Alert Description

F5 BlG-IP Device Failover occured in Sync Failover group first-sync-
failover.

Current state of devices are:

Active device(s):

bigip1212ha3.hermes.si[10.49.38.118)
bigip1212ha2.hermes.5i(10.49.38.120)

Fassive device(s):
bigip1212hal.hermes.si[10.49.38.121)

Frevious state of devices are:

Active device(s):
bigip1212ha3.hermes.5i(10.49.38.113)
bigip1212hal.hermes.si[10.49.38.121)
bigip1212ha2.hermes.si(10.49.38.120)

Figure 5-12: F5 BIG-IP Failover Event alert

Alert Description

F5 BIG-IP Device Failover occured In Sync Fallover group DrugaGrupa.
Current state of devices are:

Active device(s):

Digipwl154ha2 hermes.si(10.81.40.19)
bigipv1154ha3.hermes.si(10.31.40,18)

Passive device(s):
bigipv1154hal.hermes.si(10.81.40,20)

Figure 5-13: Multiple F5 BIG-IP Failover Events alert

Alert Description

F5 Devices from the Sync Failover Group sync-failover are reporting states which may indicate synchronization failure.
Configuration not being in sync might cause unexpected behaviour such as applications not being available to end users.
To resolve the issue login to one of the F5 devices and perform the action that is suggested below.

Reported states:

fSmgmt-bgp130hal.hermes.si (10.49.37.201)

sync-failover (Changes Pendingk Changes pending

famgmt-bgp130had.hermes.si (10,49, 37.200)

sync-failover (Changes Pendingk Changes pending

Figure 5-14: F5 Sync Failover Group is not in sync alert

Filtering virtual servers, pools, and pool
members

1. Inthe Authoring pane, navigate to Management Pack Objects > Object Discoveries.

2. Locate and right-click F5 Sync Failover Group Discovery and select Overrides >
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Override the Object Discovery > For all objects of class: HYCU F5 BIG-IP
Applications.

Locate Ignore Pattern and select its Override option.

Fill the Override Value text field with one or more regular expressions separated with

logical OR.

Example

Regular expression in the Override Value text field

Mtest_|Testl2

This pattern excludes all virtual servers, pools, and pool members which names begin
with test_ or contain Test12. The Ignore Pattern parameter is case sensitive.
Identified objects are not discovered and monitored. All objects that are under the
excluded object (thatis, Pool, and Pool Members for Virtual Server, or Pool Members
for Pool) are excluded as well. SSL certificates which belong only to excluded virtual
servers are excluded as well. The ASM Statistics dashboard does not show statistics for
this object. The ASM Security Policies view and custom state views do not show these
objects. HYCU Management Pack for F5 BIG-IP ASM (Reports) filters these objects from
the momentyou entered a value for the Ignore Pattern parameter.

Locate Include Pattern and select its Override option.

Fill the Override Value text field with one or more regular expressions separated with

logical OR.

Example

Regular expression in the Override Value text field

Mtest_|Testl2

This pattern causes discovery of only virtual servers, pools, and pool members which
names begin with test_ OR contain Test12 are discovered. If the name of virtual
server, pool, or pool member matches Include Pattern, but does not match the Ignore
Pattern, the object is discovered in SCOM. If the name of Virtual Server, Pool, or Pool
Member matches both Include Pattern and Ignore Pattern, the objectis not
discovered in SCOM. SSL Certificates that are being used by excluded Virtual Servers
are not discovered by HYCU SCOM Management Pack for F5 BIG-IP. ASM Statistics
Data is not collected for excluded Virtual Servers.

Possibility to choose Fb monitor states which
can create alerts

Virtual servers, pools, and pool members can have different states on the F5 BIG-IP device.
In HYCU SCOM Management Pack for F5 BIG-IP, choose states which should generate

alerts.
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Navigate to Authoring > Management Pack Objects > Monitors.
Choose and right-click the Virtual Server, Pool, or Pool Member monitor.
Navigate to Overrides > Override the Monitor.

Choose the objects for which the override should be applied.

Override Properties -

FB LT Virtual Server Availability State bonitor
Availability Health
Clags: FBLTM Yirwal Server

Ovemde-controlled parameters: Shiow Monitor Propertiss...

Owveride  Parameter Mame Parameter Type Default Value  Overide Value  Effective Walue Change Status ~

O Enabled Boalean True True True [Mao change]

O Generates Alert Boalzan True True True [Mao change]
4 bonitor Black State | Boolean Falze Falge [&ndded)

[l tdonitor Blue State Boolean Falze Falze Falze [Mo change]

O tdonitor Red State Boolean True True True [Mo change] =

O bonitar Yellaw State | Boolean True True True [Mao change]

[ Synchronization Time | String [Mo change]

[l Timeout S econds |nteger 270 270 270 [Mo change] "
< n >

Dretails:

Monitor Black State Description Edit..
The new custom averride will be created in the Mot FParameter Description:
avallable]' Click apply ta view the new effective value In case that this parameter iz set to true, the alert will be created if
for this parameter. the virtual zerver iz in state Black. BLACK, state means that the

wirbual server has been disabled.

Management pack

Select destination managemeant pack:

<Select Management Pack> v| | Mew. .

Figure 5-15: Virtual Server Availability State Monitor Override Properties

HYCU Management Pack for F5 BIG-IP LTM
(Reports)

To access HYCU Management Pack for F5 BIG-IP LTM (Reports), do the following:
1.

2.

In the Monitoring pane, expand Monitoring and select F5 BIG-IP (by HYCU) > LTM.

Select a virtual server in one of the following views:
- LTM Diagram View
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- Device - Local Traffic Virtual Server Dashboard

3. InTask pane > Report Tasks choose Virtual Server Traffic Report.

This report shows traffic details on a specific virtual server. You can choose to show

traffic only during business hours, and select time and days of the week of your
business cycle.

Reports contain the following information:
- Sample Count

- Min Value

- Max Value

- Average Value

- Standard Deviation

Actions
Min /Max Standard Deviation —— Average Value Sample Count
20
15+
10
5
0—
-5 r T T
5/2017 12:00:00 PM 8/16/2017 8:00:00 AM 8/16/2017 1:00:00 PM 8/17/2017 9:00:00 AM
14—
12—
10—
8
6—
i
2
0
Sanple Count : 139 Min Value : 0 Average Value : 0.5241
Detail Table Max Value : 15.03 Standard Deviation : 1.917

Figure 5-16: Virtual Server Traffic Report
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Monitoring ASM module

ASM Statistics dashboard

F5 BIG-IP Application Security Manager (ASM) protects against OWASP top 10 threats,
application vulnerabilities, and zero-day attacks. Choose a device from device list which
have ASM module, and then choose all virtual servers configured on that device or a
specific virtual server identified by its full name.

Charts contain the following statistical information:
- Number of blocked sessions

- Number of alarmed sessions

- Number of transactions

- Top 5 attack types

- Top 5 requested URL

- Top 5 requesting IP addresses

- Top 5 requesting countries
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ASM Statistics Dashboard

Device | bigip1161ha3.herm n Security Pelicy |vs multipocimems |'| For |usmult|noolmem; |' Virtual Server
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Figure 6-1: ASM Statistics dashboard
ASM Security Policies view shows all ASM Policies.
Menitoring < ASM Security Policies (1)
> g DataWarehouse - "'k Look for: |
4 (o FSEIG-IP by HYCL) Marre Dewvice(s) Partition
[] lerts Wardpress_Poli.., [ fSmgmt-bgp130hal... Commaon

E All Performance Graphs
4 (g ASM
£2| ASM Security Policies
@ A5 Statistics Dashboard

Figure 6-2: ASM Security policies

In the Report Tasks section, select Configuration Changes to create the Policies

configuration changes report.

I = Note The following properties are not available in F5 BIG-IP versions earlier than
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11.6.0:

- Login Enforcement

- Brute Force Attack Prevention Reference
- Geolocation Enforcement

- Session Tracking Statuses

- Login Pages

- IP Intelligence

- CSRF Settings

HYCU Management Pack for F5 BIG-IP ASM
(Reports)

In the Reporting view, click HYCU Management Pack for F5 BIG-IP ASM (Reports).
Available reports are as follows:

o ASM Attacks

This report summarizes ASM attack attempts that occurred in the selected period of
time. It presents charts with five most frequent attack types, requested URLs, and
request origins (countries, IP addresses). The report also includes tables with a
complete list of attack attempts, grouped by attack type. Details about the following are
available for each attack attempt: attacked target, attack origin, and attack
characteristics.

Columns contain the following information:
- Date and Time

- Device Host Name

- Virtual Server Name

- Virtual Server Endpoint

- Virtual Server Partition

- Requested URL

- Request Origin (Country)

- Request Origin (IP Address)
- Security Policy

- Attack Severity

- Violation Type
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Report Time i 5/24/2018 3:09 PM

Analysis Based on Period : From 4/24/2018 12:53 PM to 5/24/2018 12:53 PM
Device Host Name : All

Virtual Server IP Address Al

Virtual Server Port Al

Request Origin (Country) 2 Al

Request Origin (IP Address) : All

Attack Type : All

TOP 5 ATTACK TYPES TOP 5 REQUESTED URLS TOP 5 REQUEST ORIGINS TOP 5 REQUEST ORIGINS

(COUNTRIES) (IP ADDRESSES)

B Session Hijacking [
SQL injection I /index.htm| (o) I 192.100.29.201
I Cross-site scripting (%55) Jsecret.html . FR 192.100.29.205
Path traversal B flogin cN [ 192.100.29.200
I Non BrowserClient fpageL.html . AU 192.100.29.202

Figure 6-3: Attack report charts

REQUEST ORIGIN (COUNTRY)

2500 km
1
1500 mi

Total attacks
CJ11-11

Figure 6-4: Map of attack origins
ASM User Sessions

This report shows details about all user sessions marked as illegal by ASM on a selected
F5 BIG-IP device, filtered by a specific support ID, attack type, and request origin
(country and IP address).

Columns contain the following information:
- Date and Time

- Support 1D

- Attack Type
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Monitoring ASM module

- Requested URL

- Request Origin (Country)

- Request Origin (IP Address)
- Enforcement Mode

- Attack Severity

- Violation Type
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Chapter 7
Monitoring DNS module

Monitoring wide IPs

HYCU SCOM Management Pack for F5 BIG-IP monitors the availability of F5 DNS Wide IPs.
Wide IPs can have different states on the F5 BIG-IP device. In HYCU SCOM Management
Pack for F5 BIG-IP, choose states which should generate alerts.

1. Navigate to Authoring > Management Pack Objects > Monitors.
2. Choose and right-click the F5 DNS Wide IP Availability State Monitor.

3. Navigate to Overrides > Override the Monitor.
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Monitoring DNS module

Manitar name: F5 DMS Wide |P Availability State Manitar
Categon: Availability Health
Overides target: Class: Wide P Class

Ovweride-controlled parameters:

Ovemde Parameter Mame = Parameter Type Default Walue  Owveride Walue  Effective Walue Change Status

Generates Alert Boalean True True True [Ma change]

kanitor Black State | Boolean Falze Falze Falze [Mo change]

b onitor Blue State Boolean Falze Falze Falze [Mo change]

Manitor Inconzsisten... | Boolean True True True [Ma change]

Monitor Fed State Boalean True True True [Ma change]

Monitor vYellow State | Boolean True True True [Ma change]

Spnchronization Time | String [Mo change]

Ogojooooio|ibo

Timeout Seconds Integer [Mao change]

< I

Dretails:

Enabled Description

The parameter iz not set by a custom override or by a
management pack. The effective value of thiz parameter
iz the default value of this parameter.

Management pack

Select dezstination management pack:

<Select Management Pack:

T

| | Cancel

Figure 7-1: F5 DNS Wide IP Availability State Monitor Override Properties

Alert Description

DMS Wide IP fCommeon/BlusWidelp.test.ba is in status Red because 'Mo enabled
pools available

Figure 7-2: Wide IPis in RED state alert
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Monitoring DNS module

Alert Description

DNS Wide IP fCommon/fwideip.inconsistent has inconsistent states on some of
the devices. Reported states are:

* bigip11&61ha3.hermes.si (10.49.39.236): Black because 'Mo enabled pools
available: disabled directly’

* bigip11&61ha2.hermes.si (10.49.38.146): Red because ‘Mo enabled pools available’
* bigip1161hal.hermes.si (10.49.39,.2407: Black because 'Mo enabled pools
available: disabled directly

Figure 7-3: Wide IP has different states on some of the devices alert

Wide IP Performance graphs can be found in the Monitoring > F5 BIG-IP Monitoring

> DNS > Wide IP Performance graphs view.

DNS Wide IP Performance

12

0.8

06—

04—

0.2—

0—"=r

e T T T T T T
4202017 12:08 4202017 1210 472002017 1212 4202017 12:14 4202017 12:16  4/20/2017 12:18 472002017 12:20
PM PM PM PM PM PM PM

Legend
4 Look For: Thems by text search - g x|
Show Color Path Target Rule Object Counter Instance
I 3dd672dd-3288-.., www.grgact.ba CNAME Resoluti., DS Wide IP CMAME resoluti.. 3dd672dd-3286-..
(N e 3dd672dd-3288-... www.grgact.ba Requests Retur... DRNS Wide IP Requests Retur.,., 3dder2dd-3288-...
[7 e 3dd672dd-3288-... W, Jrgact.ba Requests Retur.., DRMNS Wide IP Requests Retur,,,  3dde72dd-3285-...

Figure 7-4: DNS Wide IP Performance graphs

Wide IPs view

Wide IPs view shows all Wide IPs and their health states. Wide IPs can be found in the
Monitoring > F5 BIG-IP (by HYCU) > DNS > Wide IPs view.

Sca
1x
1x
1x
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Wide IPs (22)

%Lonk far: I

State v | 2] Hame Partition
@ Critical marketing.com Common
&9 Critical marketing.com  Common
&3 Critical BlueWidelp test.. Comman
'ﬁ Critical marketing.com Common
3 Critieal wanni, uhavailab..  Common
@ Healthy wownwr grgactba  Common
() Heatthy wewews, 77%-bigipl.. Common
(@) Healthy *.chwa-bigip130... Common
@ Healthy cname.ctl.oom Comman
(J) Healthy i dwa-bigi.,.  Common
(&) Healthy i, TP bigipl.. Common
(&) Healthy i, FP-BIgip L., Comman
(J) Healthy i, - Cteom  COMmon
(4) Healthy * chwa-bigip130.... Comman
(&) Healthy Blue.ba Common
@ Healthy wewewd, dhva-bigi...  Common
@ Healthy Elue.ba Common
(@) Healthy s dhwva-bigi,., Commen
@ Healthy e grgactba  Common
(J) Healthy “dwaPck.com Common
@ Healthy Blue.ba Common
(&) Healthy * chira-bigip130.... Comman

Detail View

'-_6 Wide IP properties of marketing.com

Display Name
Full Path Mame
Narme
Partition

Full Path
Description

Pool Load Balancing Mode

Tt Persistence

Figure 7-5: Wide IPs view

marketing.com
bigipl30hal.comtrade.com_defaultimarketing.com
marketing.com

Common
fCommon/marketing.com

round-robin

3600

Find Maow Clear

| Pool Load Balan... | TH Persistence

round-robin
round-robin
round-robin
round-robin
round-robin
round-robin
round-robin
round-robin
round-robin
round-robin
raund-rabin
round-robin
round-robir
round-robin
round-robin
round-robin
round-robin
round-robin
round-robin
round-robin
round-robin

round-robin

3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600
3600

Monitoring DNS module

Some of the Fb BIG-IP Devices in F5 DNS
Sync Group are not in sync monitor

Monitors if all F5 BIG-IP Devices in F5 DNS Sync Group are in sync.

Alert Description

Some of the F5 BIG-IP Devices in F5 DMNS Sync Group DNSbigip130group are not in sync. The

following devices are members of F5 DNS Sync Group:
* bigipl30sa.camtrade.com (10.49,38.27)

* bigip130had.comtrade.com (10.49.37.249)
* bigip130hal.comtrade.com (10.49.38.37)
* bigipl30haZ.comtrade.com (10.49.38.36)

Figure 7-6: Some of the F5 BIG-IP Devices in F5 DNS Sync Group are not in sync alert
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Chapter 8

Using dedicated Squared Up
dashboard pack

General on Squared Up

Squared Up is a Microsoft System Center Operations Manager (SCOM) extension that
provides rich operational dashboards. Within a few minutes after the download, your
SCOM environment can be transformed with a web console that provides fast HTML5
dashboards, including the Total Dashboard Architecture (TDA) feature. Squared Up
dashboard packs transform your management pack (monitoring) data into a set of
specialized views. The power of SCOM is then accessible to the entire IT team: application
engineering, F5 BIG-IP administrators, and SCOM administrators. To start your free
evaluation of Squared Up, go to the Squared Up Free Trial | Squared Up webpage.

F5 BIG-IP (Comtrade) dashboard pack

The F5 BIG-IP (Comtrade) dashboard pack for Squared Up is a set of dashboards and
perspectives of the F5 infrastructure. Squared Up platform gives you the ability to drill down
through SCOM objects, interpret performance data, and—in case of alerts—identify their
root cause quickly. Dashboards can be easily customized and scoped to a specific health
state or object group. F5 BIG-IP (Comtrade) dashboard pack is available free of charge.
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https://squaredup.com/squared-up-free-trial?utm_source=comtrade&utm_medium=public-relations

F5 Infrastructure

BIG-IP Devices State
SQUP-OPP-F501.sales.local

Using dedicated Squared Up dashboard pack

Inbound Traffic per Device (Mbits)

800
600
400 V'
Tue 13 03 AM 06 AM 09 AM
I SQUP-OPP-F501.sales.local
Outbound Traffic per Device (Mbits)
800
600
200 v
Tue 13 03 AM 06 AM 09 AM

I SQUP-OPP-F501.sales.local

Figure 8-1: Infrastructure Overview dashboard (part 1)

J1G-IP Devices Alerts

pened alerts

were were no alerts for the selected filters.

‘irtual Servers, Pools and Pool Members Alerts

pened alerts

display name name state raised
3 Test-fau Ity Local Traffic Pool has critical s--- New T days ago
3 squp-opp-web04:80 Local Traffic Pool Member has-- New 7 days ago
3} Test-faulty-pool Local Traffic Virtual Server has-- MNew T days ago

op 5 Virtual Servers by Current Connections

1.00
0.00
0.00

OPP_Web
Test-faulty-pool

testhttps

Figure 8-2: Infrastructure Overview dashboard (part 2)
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Using dedicated Squared Up dashboard pack

WebApp_https
F5 LOCAL TRAFFIC VIRTUAL SERVER ~ MONITORED ENTITY ~ PERFORMANCE  ALERTS  +

Alerts

Opened alerts

severity display name name state raised
WebApp_01:443 F5 Local Traffic Pool Me New an hour ago
WebApp_02:443 F5 Local Traffic Pool Me New 2 hours ago
WebAppPool_https F3 Local Traffic Poal tra-- New 2 hours ago
WebAppCert_RSA.crt S5L Certificate is about MNew

13 days ago

Poal Members
WebApp_01:443

WebApp_02:443

SSL Certificate(s)
WebAppCert_RSA.crt

WebAppCert_D5SA.crt
WebAppCert_Server_R5A.crt

Figure 8-3: Virtual Server perspective (part 1)
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Using dedicated Squared Up dashboard pack

maintenance mode task 12 hours Q <:

Load Balancing (Connections) Requests for Virtual Server
8.00k
k
4,00k
om .
2.00k
0.
A M 12 P M M 12 PN Ph
Inbound Traffic for Virtual Server (Mbps) Outbound Traffic for Virtual Server (Mbps)
R 4.00
om
Lo
Om
o
AM AM 12 PN PM M M 12 PN Ph
Properties
lame /Common/WebApp_https

192.168.20.10

Port 443
Partition Common
i mit ]

Figure 8-4: Virtual Server perspective (part 2)
Top-level standalone dashboards

F5 Application Delivery Health

F5 Infrastructure Overview

F5 LTM Pool Members Overview

Perspectives

F5 BIG-IP Device

F5 BIG-IP Failover Group or Standalone Device
F5 BIG-IP LTM Pool

F5 BIG-IP LTM Pool Member

F5 BIG-IP LTM Virtual Server

F5 BIG-IP SSL Certificate
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Using dedicated Squared Up dashboard pack

Installation prerequisites

The F5 BIG-IP (Comtrade) dashboard pack has the following dependencies on the
management packs included in Comtrade SCOM Management Pack for F5 BIG-IP™:

Management pack Version

Comtrade Management Pack for F5 BIG-IP ASM (Core) 4.1.4802.0
Comtrade Management Pack for F5 BIG-IP ASM (Reports) 4.1.4802.0
Comtrade Management Pack for F5 BIG-IP Device (Core) 4.,1.4802.0
Comtrade Management pack for F5 BIG-IP DNS (Core) 4.1.4802.0
Comtrade Management pack for F5 BIG-IP LTM (Core) 4.1.4802.0

1 Starting with version 5.3, the product is released under the name HYCU SCOM
Management Pack for F5 BIG-IP. Product name is reflected in the names of the included
management packs.

Acquiring the dashboard pack

To acquire the F5 BIG-IP (Comtrade) dashboard pack, do one of the following:

« Go to the F5 BIG-IP (Comtrade) - SCOM Dashboard | Squared Up - Community
Dashboards webpage.

« Ifyou are already logged in to the Squared Up interface, do the following:

1. Inthetop toolbar, click the rightmosticon and selectimport dashboard pack
from the menu.

2. Inthe Community Section, pause mouse pointer on the F5 BIG-IP (Comtrade)
entry and click Install.

Upon successful installation, the F5 BIG-IP (Comtrade) menu appears in the top
toolbar.

For a detailed demo of the F5 BIG-IP (Comtrade) dashboard pack features, watch the
Webinar: F5 BIG-IP Monitoring with Comtrade Software video on YouTube.
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Chapter 9

Product information and
latest updates

For additional information about SCOM MP for F5 BIG-IP, visit the SCOM MP for F5 BIG-IP |
HYCU webpage.

For the latest product version and most up-to-date documentation, go to the F5 Monitoring
- HYCU webpage.

54


https://www.hycu.com/f5-monitoring/scom-big-ip-management-pack-2/
https://www.hycu.com/f5-monitoring/scom-big-ip-management-pack-2/
https://support.hycu.com/hc/en-us/categories/115000547149-F5-Monitoring
https://support.hycu.com/hc/en-us/categories/115000547149-F5-Monitoring

HYCU Customer Support and
information

Use the communication channels listed in this section if you need:
« Help with the product licensing process
« Assistance while using the product
« Additional information about this product

« Information about other HYCU products

Customer Support

Should you require additional information or assistance while using the product, contact
the vendor that shipped it.

If you have purchased the product directly from HYCU, and are experiencing a problem,
search for a solution on the following webpage:
support.hycu.com

In the absence of an article addressing your problem, ask HYCU Customer Support for
assistance: on the webpage, click Submit a request and fill in the request form. You must
be signed in with a valid account prior to submission. Apply for an account at the following
email address:

support@hycu.com

Important: Before submitting a request to the Customer Support department, perform a
health check on all systems that are in failed (critical, red) state and have the following
information ready:

« Symptoms

« Sequence of events leading to the problem

« Commands and options that you used

« Messages you have received (a description with the date and time)

For a complete list of pieces of required supportinformation, check troubleshooting
sections in the product documentation.

Company website and video channel

For more information about our company and other products we offer, visit HYCU website
at:
www.hycu.com
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For additional product-related information, watch videos on the HYCU channel on
YouTube:
www.youtube.com/c/HYCUInc

General information

For questions related to product business or purchase of this or other HYCU products,
send an email to:
info@hycu.com

Feedback

For comments or suggestions about this product, including its documentation, send an
email to:
info@hycu.com

We will be glad to hear from you!
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